upKeeper Manager 5.1

Installation prerequisites
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Summary

This document describes the system requirements for upKeeper on both the server- and client side.
The necessary changes to the network environment are also described.

A basic upKeeper installation consists of the following modules:

e upKeeper Database

e upKeeper Administration Website
o upKeeper Admin API

e upKeeper Client API

e upKeeper Application Server

e upKeeper Client

In addition to the above, the following optional modules can also be installed if they are needed:

o upKeeper Files Website
o Enables distribution of application installation media over HTTP/HTTPS

This document also describes the configuration of optional but recommended services:

e Windows Deployment Services (WDS)

o Installation of service operating systems across the network
e Windows Server Update Services (WSUS)

o Automatic client updates
e Wake On Lan (WOL)

Customer Responsibility

Prior the implementation of upKeeper the customer must check that the requirements in the
following sections are met:

e System Requirements — Server

e System Requirements — Client (for clients to be managed by upKeeper)

o Network Environment

o Before the installation begins, make sure you contact your supplier or contact upKeeper
Solutions to activate the license.
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Minimum System Requirements - Server and Client

Server platform

Minimum hardware requirements for upKeeper server platform:
e  Windows Server 2016, 8 GB RAM, at least 50 GB HDD free space

Server modules

Requirements for upKeeper server modules:
e upKeeper Database:
o SQL Server versions 2016 or later, Azure SQL.
o SQL Server should be installed in Mixed Mode to follow documented installation
instructions.

e upKeeper Administration Website:
o IS versions 10 or later

e upKeeper Admin API:
o IS versions 10 or later
o ASP.NET Core Runtime 6.0.x (Hosting Bundle)

e upKeeper Application Server:
o .NET Desktop Runtime 6.0.x

e upKeeper Client API
o IS versions 10 or later
o ASP.NET Core Runtime 6.0.x (Hosting Bundle)

e upKeeper Files Website
o lIS7.0-10
o .NET Framework 3.5
o .NET Framework versions 4.0 — 4.8

e Distribution Points
o The network share for distribution of operating systems and applications should be
located on a server or a NAS with the necessary capacity and performance.

Client
Client require .Net Core and .Net Desktop Runtime 6.0.x.

Minimum requirements for clients that are going to be deployed with upKeeper:

NOTE! Computers that do not meet the minimum requirements can still be managed by upKeeper,
however, not for deployment of the operating system

e 4 GBRAM

e atleast 30 GB HDD free space
e .Net Framework 4.8
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NOTE! Install Microsoft SQL Server 2014 Report Builder or later if you are going to administer or build
your own SQL reports
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Network Environment

The network environment requires several settings for the implementation of the server modules.
These settings are described in this section and can be summarized in the following paragraphs.

e DNS
o Create aliases for the machine that hosts the upKeeper Application Server.

e Rights - User Accounts
o Create specific upKeeper user accounts and assign rights.

e File Share
o Create afile share at appropriate server.

e Remote Assistance
o Define a policy for remote assistance!

e  Windows Firewall
o Settings for Windows Firewall if it is to be activated.

It must be possible to perform these settings at the date of implementation of the server modules.

Go through the instructions in this document to verify that these changes are feasible (e.g. people
with sufficient administrative rights are in place when the server modules will be implemented).

The customers can implement these settings (as described below) to facilitate a smooth
implementation of the server modules.
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DNS-settings

Add the following aliases.

& DNS Manager [_To=]
File  Action  Wiew Help
&= | @ XE = B &d 5
] D_NS Marne | Type | Daka | Tinmeskamp
El 5 UPKEEPERDI 1 msdes
=) [ Farward Lookup Zones S sites
= _msdcs,upkeeper.|ocal 9 tep
= (2] upkeeper.local | udp
2 _n?sdcs | DomainDnsZones
= _:ltes | ForestDnsZones
¥ | x
- _udpp §—|(same as parent Folder) Skart of Authority (SOA) [236], upkeeperDl upkeepe..,  stakic
= EnmainDnsZnnes —| (same as parent Folder) Mame Server (N5) upkeeper0l . upkeeper local, stakic
=) ForestDnsZones §—|(same as parent folder) Host {a) 192,163,90,13 2011-10-13 1
= pkeeper.se =|DELLEE4OD Host (&) 192.168.90.223 2011-08-30
| Reverse Lookup Zones = LaBpcni Host (&) 192, 166.90,221 2011-10-17 (
| Conditional Forwarders §—|LABPCD2 Host (4) 192,168.90.220 2011-10-14(
Global Logs |J|:-l=:.e-5=|:-er' Alias (CMAME) upkeeperdl ,upkeeper lacal,
—| upkeeperdl Host (&) 192.168,90,18 stakic
‘—| WIN-FSOBSS1TR7E Host (&) 192,168,90,223 2011-058-12 ;
1| | i

upkeeperclientapi - Must point to the location where the upKeeper Client API is planned to be
installed. (for internal use or in test environment) In production environment, this record should be
replaced with an address reachable from any location so that client can be managed from outside
the LAN. (Example: upkeeperclientapi.yourdomain.com)

upkeeperadminapi - Must point to the location where the upKeeper Admin APl is planned to be
installed. (for internal use or in test environment) In production environment, this record should be
replaced with an address reachable from any location so that the system can be managed from
outside the LAN. (Example: upkeeperadminapi.yourdomain.com)

upkeeperweb - Must point to the location where the upKeeper Web is planned to be installed. (for
internal use or in test environment) In production environment, this record should be replaced with
an address reachable from any location so that the system can be managed from outside the LAN.
(Example: upkeeperweb.yourdomain.com)
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Active Directory - Users

Depending on the features, it is not necessary to create all the accounts as described below. An
example is that you do not need to create the account upKeeper Join if the managed computers
(clients) should not join a domain at installation or reinstallation of the operating system.

upKeeper Join

The user upKeeper Join (note that the user logon name is written together) is created with the
benefit to be used to create computer accounts in the domain and to join the domain during the
setup phase of the client operating system.

New Dbject - User [ x|

;_) Create in: - upkeeperlocal/Cormpany /| sers

FEirst name: IupKeeper Iritialz: I

Last name: I.Join

Full name: IupKeeper Jain

Uzer logon name:
Iupkeeperioir{ I @upkesper local j

sger logon name [prewindovws 2000
IUF'KEEF'EF!\ Iupkeeperioin

< Back I Mest » I Cancel

New Dbject - User [ x|

;_) Create in;  upkeeper.local/Company/Users

Password: quuuu.

LConfirm password: Iooooooooooo

[ User must change password at nest logon
¥ Ugzer cannot change password
¥ Password never expires

™ Account is dizabled

< Back Cancel |

The user should have low rights in the domain. The initial setting of membership in the Domain Users
group is sufficient. Write down the password entered.
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An attribute in the domain schema must be modified in order for the user to include computers in
the domain. To do this, adsiedit.msc must be available. ADSledit is part of the Active Directory
Domain Controller Tools feature.

e Start ADSI Edit (start/run/adsiedit.msc)
e Expand the domain node, right click and select properties

e Scroll down to the attribute ms-DS-MachineAccountQuota

e Click on Edit, reset the value by clicking the Clear button, then OK.

File  Action

Wiews  Help

e A RE = HE

2 ADSI Edit

Ch=Builtin
Ol=Company
Ch=Computers

=l ﬁ Default naming conkext [UPKEE
[E [ DC=upkeeper,DC=lacal

OU=Domain Controllers
CW=FaoreignSecurityPrir

Ch=LostandFound

Ch=Managed Service £

CH=MNTDS Quotas
CMN=Program Data
Ch=S5yskem
CN=Users

Mame

| CH=Builtin

| OU=Campan
| CH=Compiute
| OU=Domain
| CM=Foreign:
| Ch=Lostand
| CH=Manage:
| CH=NTDS O
| CM=Fragrarm
al CMN="System
| CH=Users

§:| CH=Irfrastr

DC=upkeeper,DC=local Properties T X

Atribute: E ditor | Secuity |

Altributes:
Attribute | Walue :I
meD 5 -AllowedDM S5 uffives £not sety
msDS-AlIU sersTrustQuaota 1000
mzDS-Eehaviorerzion 4 =["WINZO0BRZ)
m3-05 -ConsistencyChildCournt <hot ety
m3-D5-ConsistencyGuid <not zetr
msDS-EnabledFeature <not gety
msD'S-LastKnownRDN £not sety J
mzD'5-LogonTimeSynclnterval <not zety
mz-D5-Machinedcoountduata 10
mzDS-MeType i}
msD5-PerlzerTrustluota 1
msDS-PerllzerTrustTombstonestuota 10
mzDS-USMHLastSyncSuccess <not et
name upkeeper -
g | _'I_I

Ok | Cancel | Soply | Help

Actions
DC=upkee|

IMare Ac
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Start the application Active Directory Users and Computers, right-click the OU containing your

computer objects and select Delegate Control. Select the user upKeeper Join.

B Active Directory Users and Computers H=] '

File  Action  Wiew Help

B EIREERE EEE E R S R

H

Wigw 3

Cuk

Delete
Rename
Refresh
Export List...

Properties

Help
[ —

: Active Directory Users and Comput | Mame I Type | Diescription
_ Saved Queries 2| Computers Organizational ...
B &4 upkeeper.lcu:al 3 Users Organizational ...

~| Builtin

|De|egates control of objects in this Folder

Delegation of Control Wizard [ x|

Users or Groups i
Select one or more uzers or groups to whom you want to delegate control. xu}u’l X

Selected uzers and groups:

!; iupK.eeper Join (upkeeperoin@upkeeper local] §

Add... Hemaove

< Back I MNest > I Cancel Help
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Delegate the task Join a computer to the domain and exit the Delegation of Control Wizard.

Delegation of Control Wizard E3

[ =
Tasks to Delegate i
Y'ou can select commaon tasks or customize your awn. N 1

¢ Delagate the following common tasks:

O Create. delete, and manage user accounts -
O Reset user passwords and force password change at next logon

O Read all user infarmation

O Modify the membership of 2 group

Join a computer to the domain
O tanage Group Palicy links

[0 Generate Resultant Set of Policy [Planning) hd
| B

4]

{~ Create a custom task to delegate

< Back I Heut » I Cancel Help

Note! If the task Join a computer to the domain does not exist, then try this:

Right-click the OU containing your computer objects and select Delegate Control.

B Active Directory Users and Computers Mi=]
File  Action  Miew  Help
e | = = == == = =
&= BB HE a5 7%
: Active Directory Users and Comput | Mame | Tvpe | Descripkio
_| Saved Queries | Buitin builtinDomain
i eIy Organizational Unit
Deleqate Contral... I Container Diefault o
:i—. Compar g:'d"' Dornai s rganizational Unit Default cc
| Compute ange Homain... Principals ~ Container Default cc
2| Domaint  Change Domain Contraller.. . e Accou... Conbainer Default o
| Foreign®  Raise domain Functional lewel. . Container Diefault o
_| Managet  Operations Masters. ..
| Users
T 3
All Tasks 4
Wigm L4
Refresh
Expork Lisk...
Properties
Help
< | o4l | i

|De|egates control of abjects in this Folder
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Select upKeeper Join.
Delegation of Control Wizard

Uszers or Groups o
Select one or more Lzers or groups to whom you want to delegate contral. ‘HEJ' "

Selected users and groups:

Add... Bemove

< Back I Mewut » I Cancel Help

Select Create a custom task to delegate.

Delegation of Control Wizard E3

Tasks to Delegate By
'ou can select common tasks o customize your own, N p"]' 1

"~ Delegate the following common tasks:

[ Create, delete, and manage user accounts -~
[ Feset user passwords and force password change at nest logon

[ Bead all user information

O Modify the membership of a group

O Jain a computer ta the domain

O tanage Group Policy links

[ Generate Resultant Set of Palicy [Planming) _ILI
1| | 3

¢ Create a custom task to delegate

< Back I Mest » I Cancel Help
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Perform the settings below and continue.

Delegation of Control Wizard [ x|

Active Directory Object Type i 1
Indicate the scope of the task you want to delegate. N D‘J'\:“

I

Delegate control of:

' This folder. existing objects in this folder, and creation of new objects in this folder

™ Only the following objects in the folder;

O account ohjects 3

[ aC5Resourcelimits objects

O applicationersion objects

[ bactableDevice ohjects

O cetificationduthority objects

E Computer objects lI

I~ | Greate selected|obiects in this falder

[T Delete selected ohiects in this folder

¢ Back I Hest » I Cancel Help

Perform the settings as shown below and continue. The delegation is finished.

Delegation of Control Wizard
Permissions a5 )\
Select the permissions wou want to delegate. “uur)'\:“

Show these permizzions:

[ General
[ Property-specific

v ‘Creation/deletion of specific child objects

Permizsions:

Create Computer objects 3
Delete Computer objects

[ Create Contact objects

O Delete Contact objects

O Create friendlyCountry objects

O Delete fiendiyCourtry objects j

< Back I Mest » I Canhcel | Help |

The procedure can of course be repeated on several containers if the structure is not strictly

hierarchical.
It can also be applied to the domain object if the delegation must run in the entire domain.

upKeeper Install

Create the user upKeeper Install (note that the user logon name is written together). The user’s
purpose is to have access to file sharing, containing OS, applications, drivers, scripts, etc.
This could also be a local account on the distribution point.
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MNew Object - User E

J Create in.  upkeeper local/Compary

Hid

Eirst narne: IupKeeper Initials: I

Last name: IInstaII

Full narne: IupKeeper Inztal

Uzer logon name:

Iupkeeperinstal[ I @pk eeper.local j

Uszer logon name [pre-wWindows 2000):
|LIF'KEEF'EFE'~. Iupkeeperinstall

¢ Back I Mest » I Cancel |
MNew Object - User E

;_} Create in:  upkeeperlocal/Company/sers
Paszward: Iooooooooooo
Lonfirrn paszward: quouuu

™ Uszer must change password at next lagon
¥ Ugzer cannot change password
¥ Password never expires

™ Account is disabled

¢ Back Cancel

The user must have low rights in the domain.

The initial setting of membership write in the Domain Users group is sufficient.

Make a note of the password entered.

upKeeper AD

This account is used by upKeeper to retrieve information from AD.
If groups from AD are going to be synchronized to upKeeper,
then this account shall be created. If not, you can ignore this.

Create user upKeeper AD (note that the username is written together).

upKEEPERV
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Mew Object - User
; Create in.  upkeeper.local/Compary
First name: IupKeeper Iritials; I
Last name: IAD
Full name: IupKeeper aD

Uzer logon name;

Iupkeepel.-’-‘n.D I @upkesper local j

Uzer logon name [pre-twindows 2000]:
IUPKEEF‘EH\ IupkeeperAD|

< Back I MHesit » I Cancel

New Object - User E
;_} Create in;  upkeeper.local/Company/Users
Password; quuuu.
LConfirm password: Iooooooooooo

[~ User must change password at nest logon
[ User cannot change password
¥ Password never expires

™ Account is disabled

< Back Cancel

The user must have low rights in the domain.

The initial setting of membership in the Domain Users group is sufficient.

Make a note of the password entered.

Fileshare

upKEEPERV

Create a Windows-file share with the NTFS file system on an appropriate server. The file share will
house images for operative systems and all of the packaged applications in the environment and

should therefore be of generous size.
e Correct the permissions on the file level

o Remove the rights of ordinary users, such as Authenticated Users
o Provide upKeeper Install the authority to create and remove objects.
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To be able to use the Remote Assistance you must define that policy.

upkeeper Remote functions
Data collected on: 2006-08-03 10:31:06
Computer Configuration [Enabled]

Administrative Templates
System/R emote Assistance
Policy

Offer Remote Azzistance
Fermit remate contral of this computer:

Helpers:
UPKLAB\wpKeeper Adminsg

Policy
Solicited Remote Azsistance
Fermit remate contral of this computer:
b axirnurm ticket ime: [value):
b axirun ticket time [unitz):
Method for zending e-mail nvitations:

Windows Componentz/T erminal Services

Policy

User Configuration [Enabled]
Mo setbings defined.

Allow uzers to connect remotely uzing Terminal Services

Setting
Enabled
Allow helpers to remotely contral the computer

Setting
Enabled
Allow helpers to remotely contral the computer
]
binutes
b ailto

Setting
Enabled
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Windows Firewall
Define the following settings if you want the Windows Firewall enabled on the clients.

Replace the IP address below to the address of the server where the upKeeper Application Server
has been installed.

upKeeper Firewall settings
Scopel Detalls  Settings | Delegationl

upKeeper Firewall settings

Data collected on: 2006-08-08 10:31:08 show all
Computer Configuration [Enabled] hide
Administrative Templates hide
Network/Metwork Connections/ windows Firewall/Domain Profile fids
Palicy Setting
Windows Firewall: Allaw reriote adrinistration exception Enahlzd
Allow unzalicited incoming messages from: 132.168.20010
Syntas:
Type """ to allow mezzages from ary network, or

elee type a comma-zeparated ligt that containg
any number or combination of these:

IP addreszes, such az 10.0.0.1

Subnet dezcriptions, such a3 10.2.3.0/24
The ztring "localzubnet”

Example: to allow meszages from 10.0.0.7,
10.0.0.2, and fram any spztem an the

local subnet or on the 10.3.4.2 subnet,

type the fallowing:

100.0.1,10.0.0.2 localsubnet 10.3.4.0,/24

Enter the subnet or IP addresses from which remote desktop connections are allowed to the clients.
Enter * to allow all of the subnets.

Policy Setting
Wwindows Firewall: Allow Remote Desktop exception Enabled
Allows unzolicited incoming messages fram: *
Syntax:
Type "™ to allow messages from any network, or

elze ipe a comma-zeparated lizt that contains
any number or combination of these:

IP addresses, such &= 10.0.0.1

Subret descriptions, such as 10.2.3.0/24
The ztring “localsubnet”

Example: to allow messages from 10.0.0.1,
10.0.0.2, and from any system on the

lozal subnet or on the 10.3.4.2 subnet,

tupe the following:

10.0001,10.0.0.2 localzubnet, 10.3.4.0/24

Policy Setting

Windows Firewall: Protect all netwark, connections Enabled

Recommended Services
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Windows Deployment Services (WDS)

If WDS and DHCP services are running on the same server, ensure that the following settings are
enabled in the WDS.

UPKEEPERD1 Properties
| F+E Responze I AD DS I Boot I Client
Multicast | Advanced | Metwark

It Diynamic Host Configuration Protocol [DHCPY] is running on this server,
check both of the following check boxes and use DHCP tools to add Option
B0 to all DHCP scopes.

If & non-ticrozoft DHCP server is running on this server, then check the first
b and manually configure DHCF option G0,

If DHCF iz inztalled on a server that is located in a differsnt subnet, click the
link. below far mare informatian.

¥ Da net listen an port B7

[¥ Configure DHCP option B0 to indicate that this server is also
a F<E server.

Mare information about DHCP properties

Cancel Lpply

o]

It is recommended that the DHCP options 060 and 066 are configured in a scenario with
WDS and DHCP services running on the same server.

¥ pHCP

File  Ackion Miew Help

e 7= XE o= H=

? DHCP Opkion MName | ‘wendor | Yalue | Action
B 3 upkeeper(1 upkesper.local || 003 Rouker Standard 192.168.90.1 | :
E & IPvd . Standard 192 0.15
S S;opedE|192. 168'|90'D] Stand. || 015 DN3 Domain Name Standard upkeeper.local ¥
it Address Poal = : .
g Acrose Luasas &0 060 PREClent Standard PREClient m
= Reservations "
.. Soope Options
3 Server Options
F| Filters
& IPve
1] | 4] 2
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The settings below in WDS are applied if the WDS and DHCP services are not running on the same
server:

UPKEEPERD1 Properties
General I F<E Responze | AL DS I Boot | Client
DHCP Multicast I Advanced | Metwark

If Dynamic Host Configuration Protocol [DHCP) i running an this server,
check both of the following check boxes and use DHCP tools to add Dption
E0 ta all DHCP scopes.

If & non-Microzoft DHCP zerver iz running on this gerver, then check the first
box and manually configure DHCP option BO.

IF DHCP is installed on a server that is located in a different subnet, click the
link. belaw for mare: infarmation.

[~ Donot listen on port 67

[™ iConfigure DHCP option G0 to indicate that thiz server is also’
ia PRE zerver. i

More infarmation about DHCP properties

0k I Cancel | Apply |

It is also recommended that the DHCP option 066 is configured.

% pHCP

File Action ‘Wiew Help
&= | HERE <= B=
? DHZP Optian Mame | vendar | Yalue | Actio
B 3 upkeeperdl.upkeeper.local i/ 003 Router Standard 192,168.90.1 ﬁ
E 3 P =] 006 DMS Servers Standard 192.168.90.18
B [ Scope [192.168.90.0] Stand, |i=| 015 DNS Damain Mame Standard upkeeper.local !
i Address Pool . 5 Standard _
@ Address Leases +3 060 PRECient Standard PYEClisnt -
= | Reservations I
. Scope Options
] Server Options
¥/ Filkers
o [Pu6
1] | 4l | 2

NOTE! IP-helpers are needed if you are going to use WDS in a routed network.
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Windows Server Update Services (WSUS)
The settings are only going to be applied if WSUS is used in the organization.

Configure the following policies.

upKeeper W5US settings

Data collected on 2006-08-08 10:32:56 show all
Computer Configuration [Enabled] hide
Administrative Templates hide

Windows Components/wWindows: Update

Policy Setting
Allony Atormatic pdates immediate installation Enabled
Allowy ron-adminigtrators to recerve update notifications Dizabled
Configure Automatic Updates Enabled
Configure automatic updating: 4 - auto download and zchedule the install

The following =ettingz are only required
and applicable if 4 iz selected.

Scheduled inztall day; Q- Ewvery day
Scheduled ingtall time: 0300
Policy Setting
Delay Restart for zcheduled ingtallations Enabled

Wit the following period befare
proceeding with & scheduled

restart [minutes): a
Policy Setting
Do nat adjust default option to Install Updates and Shut Down' in Enabled

Shut Dowern Windows dialog bos
Do mot digplay Install Updates and Shut Dowe' option in Shut Down - Enabled
Windows dialog box

Enable client-zide targeting Enabled
Target group name far this cormputer upkeeper_clients
Policy Sething
Mo auto-restart for scheduled Automatic U pdates installations Enabled
R e-prampt for restart with scheduled installations Enabled

Wait the following period before
prampting again with a scheduled

restart [minutes]; 10
Policy Setting
Reschedule Automatic Updates scheduled installations Enabled
Wit after system
ztartup [minutes]: B
Policy Setting
Specify intranet Microsoft update service location Enabled
Set the intranet update zervice for detecting updates: http: / fupk eeper, 8530
Set the intranet statistics zerver http: / fupk eeper. 8530

[example: kitp:dAntranetllpd0]
Change the setting Enable client-side targeting so the Target group name for this computer matches

the WSUS-group you created in the WSUS-admin interface for computers. Also replace the
Specify intranet Microsoft update service location” to the current address of the WSUS server.
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Wake On Lan

If you are going to use Wake On Lan in a routed network you have to enable sub directed broadcast
(Magic packet).
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